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The purpose of this document is to describe the steps necessary to configure a wireless client 
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Client Requirements 

 
For a wireless client to access the staff network it must meet the following requirements. 
  

      1) The end user of the client must be a member of the BIDMC staff, and have  
a valid ITS account. 

 
      2)  The client hardware and software components must support WPA security. 

 
   3)   The client hardware and software components must support EAP-FAST   

                        user authentication. 
 

4) The client must have an 802.11g capable NIC.   
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Overview 
 
For a wireless client to access the staff network it must be configured with a network name 
(aka SSID), encryption technique, and authentication method.   Collectively these settings 
secure the staff network.  The main parameters that need to be configured are as follows: 
 

1) SSID – CGWD1 (network name) 
 

2) Encryption – TKIP (part of WPA standard, ensures data privacy) 
 

3) User Authentication -  EAP-FAST (provides access control) 
 
Each wireless client will need to have a profile created for the network.  There are a variety of 
different wireless utility programs on the market that can be used to do this.  Six of the most 
commonly used are covered in this document. 
 
The wireless utility available on the client is mainly determined by the wireless NIC.  For 
example, a Cisco NIC would use the Cisco Aironet Desktop Utility.  An Intel NIC would use 
the Intel Pro/Set Wireless utility.   However, there are some instances when different NICs can 
use different utilities.   For example, an Intel NIC can use either Intel Pro/Set Wireless for a 
Dell client or IBM Access Connections for an IBM client.   Not all NICs are compatible with 
all wireless utility software. 
 
Keep in mind that different versions of the same utility may have different features resulting in 
different screens and options.   However, the parameters that need to be configured for 
BIDMCs network remain consistent and this document can still serve as a guide to configure 
new versions of the utility that may have different screens and options.  Unless specifically 
mentioned all settings should remain at their default values.   
 
When a client first connects to the WLAN using EAP-FAST a prompt to accept what is called 
a “Protected Access Credential” (PAC) will appear.  Users should accept this PAC as it is part 
of the automatic provisioning process of EAP-FAST.  If this PAC is not accepted the client 
will not connect to the network.   
 
At this time the windows XP Wireless Network Connection utility does not support EAP-
FAST.  Thus, one of the other wireless utilities covered in this guide must be used.   
 
The client compatibility database at the end of this document lists known clients that have 
successfully connected to the staff wireless network.  This database will assist in determining 
what combination of client, NIC & utility should work. 
 
The rest of the guide will cover the configuration steps for six of the most commonly used 
wireless utility applications available.    
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Intel Proset Wireless Utility 
 
This utility is available to use with Intel NICs.  It comes already installed on most of the latest 
Intel NIC based laptops.  There is one drawback with this utility that needs to be considered.  
This utility does not have the capability to use the windows login credentials to log into the 
wireless network.  This makes it undesirable for clients that need to log into the domain for 
drive mappings and windows profile downloads.    
 
The following screen shots are from Proset Wireless version 10.1.0.3 

 
Step 1: Open the utility and click “Add” to create a new WLAN profile.   
 

 
 
 
 
 



 4 

Step 2: Enter name of profile in the “Profile Name:” field (i.e. Work, Staff Wireless) 
 
Step 3: Enter CGWD1 in the “Wireless Network Name (SSID):”  field. 
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Step4:  Select “Enterprise Security” & “ WPA Enterprise” for network auth. 
 
Step5:  In encryption field select “TKIP”. 
 
Step6:  In authentication field select “EAP-FAST”. 
 
Step7:  Select “Disable EAP-FAST Enhancements (CCXv4)” box. 
 
Step8:  Select “Allow unauthenticated provisioning” box.  Click next. 
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Step5: Select the method that the client will use to log into the network.  It can be 
configured to log on automatically using hard coded credentials or to prompt the 
user for credentials each time it connects.  This setting should be determined by 
the function of the laptop and individual user preference. 

 

 
 

Step 6:   Server verification is not required.   Click next. 
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Step7: Click “Cisco Options” button to the right of EAP-FAST authentication box.   
 
Step 8: Select “Allow Fast Roaming (CCKM)”  
 
Step 9: Select “Enable Cisco Compatible Extensions”.   
 
Step 10: Click “OK” twice to complete profile configuration  
 
Step 11: Click “connect” from main utility screen to log into the wireless network. 
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Thinkvantage/IBM Access Connections 
 
This utility is available to use with IBM laptops.  The original version of this utility was simply 
called IBM Access Connections.  The newest version is called Thinkvantage Access 
Connections.  One benefit of this utility is that it can use the windows login credentials to 
access the wireless network.        
 
The following screen shots are from IBM Access Connections 3.70. 
 
Step 1: Enter CGWD1 in the “Network Name (SSID):” field. 
 
Step 2: Select “Access Point” or “ Infrastructure” for connection type.  Depends on 

version of utility. 
 
Step 3: Select “802.11g” for wireless mode. 
 
Step 4: Select “802.1x – EAP Cisco (EAP-FAST)” for security type 
 
Step 5:  Click “Advanced Wireless Settings”. 
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Step 6:  Select “Low (Best network performance)” for Power Save mode.  This will  

ensure the NIC does not continuously go into sleep mode which will disconnect  
the client from the network. 
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Step 7:  Select “TKIP” for data encryption 
 
Step 8:     Select the method that the client will use to log into the network.  It can be 

configured to log on automatically using hard coded credentials or to prompt the 
user for credentials each time it connects.  This setting should be determined by 
the function of the laptop and individual user preference. 

 
Step 9: Select “Allow Fast Roaming (CCKM)” 
 
Step 10: Select “Allow Automatic Provisioning for This Profile” 
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Step 11:  Optional:   Select “Logon Options” and “Include Windows Login Domain with  

   username”.   
 
Step 12:  Click “OK” then “Finish” to complete profile configuration.       
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Odyssey Client Manager 
 
This utility is available to use with any client regardless of the NIC type.  It is a third party 
utility that provides enterprise-level wireless security support.   This utility is capable of 
logging into network using the windows login credentials.   This utility needs to be purchased 
separately from Juniper Networks. 
 
The following screen shots are from Odyssey Client Manager FIPS Edition ver 4.51.0.2623. 
 
Step 1:  Open Odyssey Client Manager. Click “Profiles” then “Add” to create a new profile. 
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Step 2:   Enter profile name (i.e. work, staff wireless) 
 
Step 3:    Select the method that the client will use to log into the network.  It can be configured 

   to log on automatically using hard coded credentials or to prompt the user for 
   credentials each time it connects.  This setting should be determined by the function 
   of the laptop and individual user preference. 
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Step 4:  Click on “Authentication” tab to configure EAP-FAST authentication. 
 
Step 5: Click “Add” and select “EAP-FAST” from the list of protocols.  Click “OK” 

twice to complete the configuration of profile. 
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Step 6:   Click “Networks” and then “Add” to create a network and associate it to the  
   newly created profile. 
 
Step 7:   Enter CGWD1 in “Network name (SSID)” field.   
 
Step 8:   Select “WPA” as authentication mode and “TKIP” for the encryption method. 
 
Step 10: Select “Authenticate using profile” and choose the newly created profile from list. 
 
Step 11:  Select “Keys will be generated automatically for data privacy” box.  Click “OK”. 
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Step 12:    The configuration is complete.  The final step is to connect to the network. This can  
                  be done by selecting “Connection” from the main Odyssey screen.  Then select the 
                  “Connect to network” box and choose the new network just created from the list. 
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Cisco Aironet Desktop Utility 
 
This utility is used with Cisco wireless NICs.  It comes with the NIC when purchased.  This 
utility is capable of using the windows login credentials to log into the wireless network.   
 
The following screen shots are from Aironet Desktop Utility version 2.6.0.1. 
 
Step 1:  From main screen, click “New” button to create a new profile. 
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Step 2:     Enter profile name (i.e work, staff wireless) 
 
Step 3:     Enter CGWD1 in the “SSID1:” field.   
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Step 4:      Select the security tab 
 
Step 5:      Select “WPA” security. 
 
Step 6:      Select “EAP-FAST” from the WPA EAP Type drop down menu. 
 
Step 7:       Click “Configure” to complete EAP-FAST configuration. 
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Step 8:    Select “Always Resume the Secure Session” 
 
Step 9:    Select the method that the client will use to log into the network.  It can be configured  
               to log on automatically using hard coded credentials or to prompt the user for  
               credentials each time it connects.  This setting should be determined by the function  
               of the laptop and individual user preference. 
 
Step 10:  Select “Allow automatic PAC provisioning for this profile”. 
 
Step 11:  Click “OK” twice and then “Activate” from main menu to connect to WLAN. 
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Dell Wireless LAN Utility 
 
This utility is generally used to configure clients with Dell NICs.  It comes installed on the 
clients.   This utility can be configured to use windows login credentials to log into the wireless 
network.   
 
Step 1:  Open the utility and click “Connect to a nonbroadcasting network”. 
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Step 2:    Enter CGWD1 in “Network name:” field. 
 

 
 
Step 3:  The CGWD1 network will be displayed with signal strength indicator. 
 
Step 4:  Click “Next” to configure a profile for this network.   
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Step 5:  At this screen prompt, click “Next” to begin configuration using Network  

Connections Settings. 
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Step 6:  Enter CGWD1 in the “Network name (SSID):” field  
 
Step 7:  Select “WPA-Enterprise” for network authentication. 
 
Step 8:  Select “EAP-FAST” from the drop down list of EAP methods. 
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Step 9:  Select “NONE” for Inner EAP method. 
 
Step 10: Select “User Name/Password” tab.   
 
Step 11: Select the method that the client will use to log into the network.  It can be 

configured to log on automatically using hard coded credentials or to prompt the 
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user for credentials each time it connects.  This setting should be determined by 
the function of the laptop and individual user preference. 

 
Step 12: Click “OK”.  At the main screen you will then be able to connect to newly 

created profile for CGWD1 network.   
 
Note: The other tabs on this screen do not need to be configured for connection to 

BIDMC’s wireless network.  The parameters on these screens can all be left at 
their default value/setting.   

 

 
 
MAC OS 10.4.8 
 
Macintosh embeds EAP-FAST support directly into its 10.4.8 OS.  Previous Mac OS versions 
do not support EAP-FAST.   In order to connect a Macintosh to the BIDMC wireless network 
it must be running OS 10.4.8.   
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Step 1:  Open Internet Connect Screen  
 

  
 

 
 
 
 
 
 
 
 
 
Step 2: Add a new 802.1x connection to AirPort Internet Connect Screen.  The  

icon will appear in the toolbar at the top of the dialog box when complete.   
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Step 3:    Click 802.1x icon to bring up the 802.1x configuration screen.   
 
Step 4:  Select “Edit Configurations” to create new profile 
 

 
 
 
 
Step 5:  Enter a profile/configuration description (i.e. work, staff wireless, EAP-FAST) 
 
Step 6: Select the method that the client will use to log into the network.  It can be 

configured to log on automatically using hard coded credentials or to prompt the 
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user for credentials each time it connects.  This setting should be determined by 
the function of the laptop and individual user preference. 
 

 
Step 7:  Enter CGWD1 in “Wireless Network:” field. 
 
Step 8:  Select “EAP-FAST” from the list of authentication protocols. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
Step 9:  Select “Configure…” to right of protocol list. 
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Step 10:   Check each of the three boxes in the EAP-FAST configuration screen.   

  Click “OK” twice. 
 

 
Step 11: On the main 802.1x configuration screen select the configuration just created 

and click “connect”. 
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Client Compatibility Database 
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The following table contains a list of known wireless clients that have successfully connected 
to the CGWD1 network.  
 
 

Manufacturer  Model NIC/Driver Version Wireless Utility/SW Version 
IBM Thinkpad X60 Intel Pro Wireless 3945a/b/g (10.1.0.13) Thinkvantage 4.12 
IBM  Thinkpad R51 11a/b/g WLAN Mini-PCI (4.0.100.140) Access Connection 3.70 
IBM  Thinkpad R51 Intel Pro Wireless 2915a/b/g  (9.0.2.31 Access Connection 3.70 
IBM  Thinkpad X60 Intel Pro Wireless 3945a/b/g  10.1.0.3 Thinkvantage 4.11a 
IBM  Thinkpad T42 Cisco AIR-CB21AG-A-K9 (3.0.0.104) Aironet Device Utility (3.0.0.296) 

IBM Thinkpad R40 
Cisco AIR-350 Series PCMCIA 
(8.6.16.0) Aironet Client Utility (6.4.05) 

IBM Thinkpad T43P Intel Pro Wireless 2915a/b/g  (9.0.4.17) IBM Access Connections (4.12) 
IBM Thinkpad T42p 11a/b/g WLAN Mini-PCI (4.0.100.140) IBM Acess Connections 3.70 
IBM Thinkpad T60 Intel Pro Wireless 3945a/b/g (10.5.1.59) Intel ProSet (10.5.0.1) 
        
Dell  Latitude D410 Intel Pro Wireless 2915a/b/g  9.0.2.31 Intel ProSet 9.0.2.1 
Dell  Latitude X1 Intel Pro Wireless 2200BG (9.0.0.61) Intel ProSet 9.0.0.1 
Dell  Latitude D420 Intel Pro Wireless 3945a/b/g (10.5.1.59) Intel ProSet 10.5.0.174 

Dell  Latitude D620 
Dell Wireless 1390 WLAN Mini-card 
(4.10.40.0) Dell Wireless (broadcom) 4.10.47.3  

Dell  Latitude D820 Intel Pro Wireless 3945a/b/g (10.5.0.13) Intel ProSet (10.1.0.3) 
        

Apple Mac 
Titanium 
Powerbook G4 Apple Airport 3.4.4 - fw(9.52) MAC OS 10.4.8 (built-in OS) 

Apple Mac 
PowerBook G4 
(5,5) 

Airport Extreme - fw 
405.1(3.90.34.0.p18) MAC OS 10.4.8 (built-in OS) 

        
Sony VIAO TXN15P Intel Pro Wireless 3945 Intel ProSet 10.5.1.174 

Sony 
VAIO PCG-
TR2AP3 LAN-Express Mini-PCI (2.4.1.21) Funk Odyssey (4.01.0.1886) 

        
OQO Model 01+ Atmel wifi chipset Funk Odyssey 
Motion Comp LS1600 ? Funk Odyssey 
        
Fujitsi  Lifebook Q2010 Intel Pro Wireless 3945a/b/g (10.1.1.7) Intel ProSet 10.1.1.4 
        

 
 
 
 


