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Client Requirements

For a wireless client to access the staff netwbnkust meet the following requirements.

1) The end user of the client must be a membtne BIDMC staff, and have
a valid ITS account.

2) The client hardware and software comptseust support WPA security.

3) The client hardware and software componenist support EAP-FAST
user authentication.

4) The client must have an 802.11g capable NIC.



Overview

For a wireless client to access the staff netwomkust be configured with a network name
(aka SSID), encryption technique, and authentioatitethod.  Collectively these settings
secure the staff network. The main parametersiied to be configured are as follows:

1) SSID — CGWDL1 (network name)
2) Encryption — TKIP (part of WPA standard, ensurets ghivacy)
3) User Authentication - EAP-FAST (provides accesstiab)

Each wireless client will need to have a profileated for the network. There are a variety of
different wireless utility programs on the markieatt can be used to do this. Six of the most
commonly used are covered in this document.

The wireless utility available on the client is migi determined by the wireless NIC. For
example, a Cisco NIC would use the Cisco Aironeskdap Utility. An Intel NIC would use
the Intel Pro/Set Wireless utility. However, there some instances when different NICs can
use different utilities. For example, an IntelON¢an use either Intel Pro/Set Wireless for a
Dell client or IBM Access Connections for an IBMerit. Not all NICs are compatible with
all wireless utility software.

Keep in mind that different versions of the samktyitmay have different features resulting in

different screens and options. However, the patara that need to be configured for
BIDMCs network remain consistent and this docunuamt still serve as a guide to configure
new versions of the utility that may have differacteens and options. Unless specifically
mentioned all settings should remain at their défaalues.

When a client first connects to the WLAN using ERRST a prompt to accept what is called

a “Protected Access Credential” (PAC) will appebisers should accept this PAC as it is part
of the automatic provisioning process of EAP-FASIT.this PAC is not accepted the client

will not connect to the network.

At this time the windows XP Wireless Network Contn@e utility does not support EAP-
FAST. Thus, one of the other wireless utilities@ed in this guide must be used.

The client compatibility database at the end o$ ttidocument lists known clients that have
successfully connected to the staff wireless nditwadrhis database will assist in determining
what combination of client, NIC & utility should wi

The rest of the guide will cover the configuratisteps for six of the most commonly used
wireless utility applications available.



Intel Proset Wireless Utility

This utility is available to use with Intel NICdt comes already installed on most of the latest
Intel NIC based laptops. There is one drawback wits utility that needs to be considered.
This utility does not have the capability to use thindows login credentials to log into the

wireless network. This makes it undesirable foertk that need to log into the domain for
drive mappings and windows profile downloads.

The following screen shots are from Proset Wirelession 10.1.0.3

Step 1:

Open the utility and cliclAtld’ to create a new WLAN profile.

7 Intel PROSet/Wireless
File Tools Profiles Help

‘ “'ou are connected o Guest Metwork.

Metwork, Mame; bidmoguest
Speed: 54.0 Mbpz

Signal Cuality: Excellent

Autamatically connect to wireless profiles in the order specified below.

Prafiles

Frofile Mame Metwork, Mame ~
& Haome Netwark jill2ri []
E4 5 staff Metwark CEWDT
o 2 Guest Netwark bidmcguest
A4 B RFid Nehwnrk CRWN? bt
[ l [ Add... l [ Remove l [ Properties... l

Availlable Metwarks

| | | | | | |NetwurkName

Searching for nearby wireless networks. .

| | | l [Retesn ]
[ Dizable Radio b l Hardware radio switch: On Help?




Step 2: Enter name of profile in therbfile Name” field (i.e. Work, Staff Wireless)
Step 3: Enter CGWD1 in th&VirelessNetwork Name (SSIDY: field.

Wireless Profile Properties - Staff Metwork le

@ Profile Mame: Staff Network
&4 General Settings
g Security Settings

General Settings

Profile Marme:

Wireless Metwaork Mame [S510]: CEWD

Operating Mode:

® Metwork [Infrastructure] - Connect to wireless networks
anddor the Internet.

O Device to device [Ad hoc) - Connect directly to other

computers.
Help? l [ Mext > l [ ok, l [ Cancel l




Step4:
Step5S:
Step6:
Step7:

Step8:

SelectEnterprise Security & “WPA Enterprisé for network auth.
In encryption field selectKIP”.

In authentication field sele@AP-FAST".

SelectDisable EAP-FAST Enhancements (CCXv4pox.

SelectAllow unauthenticated provisioningbox. Click next.

Wireless Profile Properties - staff wireless F§|

B Profile Name: staff wireless
5 General Settings
B Securily Settings

[T IEE (O) Perzonal Securiy (®) Enterprize Security

EAP-FAST Additional It

EAP-FAST Server Metwork Authentication WA - Enterprise v
Data Encrvption: TEIP L

Security Seftings

Authertication Type: |EAP-FAST w | [ LCisco Options...
Step 1 of 3: EAP-FAST Provizioning
Dizable EAP-FAST Enhancements [CCxwA]
Pravizsioning of Pratected Access Credentials [PAC)

Allows unauthenticated provisioning

Default zerver ren-acs Select server...

< d

Help? <¢ Back ][ Next >» I[ ak. ][ Cancel




Step5S: Select the method that the client will usdog into the network. It can be
configured to log on automatically using hard codeztlentials or to prompt the
user for credentials each time it connects. Téisrgy should be determined by
the function of the laptop and individual user prehce.

Wireless Profile Properties - staff wireless E‘

B Profile Name: stalf wireless

4 General Settings

é Security Settings
EAP-FAST Pravisioning (O Personal Security (3 Enterprise Security
EAP-FAST Additional It

EAP-FAST Server Netwark Authentication: ‘wPA - Enterprise w
[rata Encrption: TEIF -

Authentication Type: ‘ E&PFAST v| l LCisco Options... ]
Step 2 of 3 EAP-FAST Additional Information

Security Seftings

User Credentials: ‘ Prompt each time | connect v|

[ ]
[ ]
[ ]
]

xL

Help? l << Back ]I Nest »> H ak, H Cancel
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Step 6: Server verification is not required. ickhext.

(X

Wireless Profile Properties - staff wireless

B Profile Marne: staff wirgless
&4 General Settings
a Security Settings

EAP-FAST Provisioning () Personal Secuity (%) Enterprise Security

EAP-FAST Additional Ir

E&P-FAST Server Metwork Suthentication: WP - Enterprise

[Data Encryption: TKIP

Security Seftings

<

I

Authentication T ppe | EAP-FAST v| [ LCisco Dptions.
Step Jof 3: EAP-FAST Server

Server verfication is not required.
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Step7: Click Cisco Options button to the right of EAP-FAST authenticationxbo

Step 8: SelectAllow Fast Roaming (CCKNY

Step 9: SelectEnable Cisco Compatible Extensiohs

Step 10: Click OK” twice to complete profile configuration

Step 11: Click tonnect from main utility screen to log into the wirelesstwork.

Cisco Compatible Extensions Options

Allow Fazt Roaming [CCKM)

Enable if your wireless network, hag fast roaming configured. Fast
roaming allows the device to roam between access points
without invalving the main zerer.

Enable Cizco Compatible Extensions

Select to enable Cisco Compatible Extensions for thig wirgless
connection profile.

Cizca Options. ..

[] Enable R adio Management Suppart

Enable this feature so that the client adapter will provide R adio
M anagement to the Cizco infraztructure. |f the Cizco Radio

M anager utility iz used on the infrastructure, it will configure radio
parameters, detect interference and detect Rogue APs.

Help? [

ok || concel |

Elp? [ <«<Back || [ ok || Cancel




Thinkvantage/IBM Access Connections

This utility is available to use with IBM laptopd.he original version of this utility was simply
called IBM Access Connections. The newest vers®ncalled Thinkvantage Access
Connections. One benefit of this utility is thatcan use the windows login credentials to
access the wireless network.

The following screen shots are from IBM Access Gations 3.70.
Step 1: Enter CGWD1 in théNetwork Name (SSIDY:field.

Step 2: SelectAccess Poiritor “Infrastructure” for connection type. Depends on
version of utility.

Step 3: Select802.11(g for wireless mode.
Step 4: Select802.1x — EAP Cisco (EAP-FAST for security type
Step 5: Click Advanced Wireless Settings

#¥ IBM Access Connections

Edit Your Wireless Network Settings

Enter the following wvalues for vour Wireless Netwark. Connection

Metwork Mame [S5(0); Wireless Security Type:

Enter the name of the Metwark that pou vant ta join Use B02.1x - EAP Cisco [EAP-FAST) ﬂ

Find Metwork... |

Advanced Wireless Settings...

Connection Type: Ancess Point j
Wireless Mode: |3u2_1 1g vl Click Mext ta configure wireless netwark security settings

* Consult vour netwark, adminiztrator or home gateway documentation to determine the conect settings far Metwork. name and 'WEP Type.

< Back I IHeut » I Cancel Help




Step 6: Selectllow (Best network performancéfor Power Save mode. This will
ensure the NIC does not continuously go into steede which will disconnect
the client from the network.

Edit Your Wireless Network Settings

Enter the following vallies for | kit : x|

Enter the following advanced settings far your wireless netwaork. connection
MHetwork. Mame [SSI0):

Fower Save Mode:

ILow [best netwark. performance] j j

Gl I 100% jv — Preferred Access Paoint MAC Addresses——
Access Point 1: I
802118 Preamble ———————
Connection Type: & Shart & Long Access Point 2: I
" Long only Access Paint 3 |
Access Point 4: I
" Enable Qo5

ok, I Cancel |

* Conzult your netvork. administrator or home gateway documentation to determine the corect settings for Metwork name and WEFP Type.

 Tranzmit Power Level
Enter the name of the N 802 11big:

wirelezs Mode:

zettings

< Back Mext » Cancel Help




Step 7: SelectTKIP” for data encryption

Step 8: Select the method that the client wélé to log into the network. It can be
configured to log on automatically using hard codeztlentials or to prompt the
user for credentials each time it connects. Téisng should be determined by
the function of the laptop and individual user prehce.

Step 9: SelectAllow Fast Roaming (CCKNY

Step 10: SelectAllow Automatic Provisioning for This Profilé

% 1BM Access Connections

Edit Your Wireless Network Settings

Enter your 8021 - EAP Cizco [EAP-FAST) settings:

Data Encryption: TEIF -

 Uszer Mame and Pazzword Settings
& Uge Temporary User Mame and Pagsword

0 Use Windows User Name and Password
" Automatically Prompt for EAP-FAST User Mame and Pagsword
* Manually Prompt for E&P-FAST User Name and Pagsward

" Usze Saved Uzer Name and Password

Uger Mame I
Pazzword I
Confirm Pazsword : I
Dornain Mame : I

W &llow Fast Foaming [CCKM] Logon Options... |

r Protected Access Credentials [PaC)

W &llow Automatic PAC Provisioning for This Profile Delete |

Select a PAC Authority to uze with this profile:

Iren-acs,cfuller [Private] ;I Import... |
£ Back I Finizh I Cancel Help
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Step 11: Optional: Seledt6égon Option$ and “Include Windows Login Domairwith
username.

Step 12: Click OK” then “Finish” to complete profile configuration.

IBM Access Conneck|

(]

Edit Your Wireless Network Settings

Enter your B02.1% - EAP Cigco [EAP-FAST) settings:

[rata Encryption: ITKIP vI

~ Uszer Mame and Password Settings

@ Use Temporary Userhloras oo =BT
3l L ogon options x
T Use Wing e b =
 Autamatic ) o
¥ Include “Windows Logon Domain with User Name
= Marually

" Use Saved User Mz [~ Mo Network Connection unless User is Logged In

ezer Mame :
EAP-FAST Authentication Timeout Walue |1 20
Pazzwaord :

Confirm Pazs

Drornain Marm Ok I Cancel |
V¥ Allow Fast Roaming [CCKM) Logon Options. . |

 Protected Access Credentials [FAC)

W illow Automatic PAC Provizioning for Thiz Profile Delete |

Select a PAC Authority to uze with this profile:

Ilen-acs, cfuller [Private] LI Import.... |

< Back I Firizh Cancel Help
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Odyssey Client Manager

This utility is available to use with any clientgagdless of the NIC type. It is a third party
utility that provides enterprise-level wireless wdty support.  This utility is capable of

logging into network using the windows login cretials. This utility needs to be purchased
separately from Juniper Networks.

The following screen shots are from Odyssey ClMahager FIPS Edition ver 4.51.0.2623.

Step 1: Open Odyssey Client Manager. Cliekdfiles’ then “Add’ to create a new profile.

Odyssey Client Manager ['._| |E| rz|
Settings  Commands  Web Help
'G- Conrnection hachiles
The following profiles are configured:
Q Prafiles Initial Profile fdd
“.ﬁ.utu-S cat Lists

g_ Truasted Servers
@ Adapters
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Step 2: Enter profile name (i.e. work, staff Wess)

Step 3: Select the method that the client vaé to log into the network. It can be configured
to log on automatically using hard coded credéshor to prompt the user for
credentials each time it connects. This settimuuld be determined by the function
of the laptop and individual user preference.
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Step 4: Click on Authentication’ tab to configure EAP-FAST authentication.

Step 5: Click Add’ and select EAP-FAST’ from the list of protocols. ClickOK”
twice to complete the configuration of profile.
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Step 6: Click Networks and then Add’ to create a network and associate it to the
newly created profile.

Step 7: Enter CGWD1 ifN'etwork name (SSID)field.
Step 8: SelectWPA’ as authentication mode an@KIP” for the encryption method.
Step 10: SelectAuthenticate using profilé and choose the newly created profile from list.

Step 11: SelectKeys will be generated automatically for data preyabox. Click “OK”.
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Step 12: The configuration is complete. Thalfstep is to connect to the network. This can
be done by selectim@dnnectiorf from the main Odyssey screen. Then select the
Connect to networkbox and choose the new network just created fifoerlist.
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Cisco Aironet Desktop Utility

This utility is used with Cisco wireless NICs.ctimes with the NIC when purchased. This
utility is capable of using the windows login cratlals to log into the wireless network.

The following screen shots are from Aironet DeskKilipity version 2.6.0.1.

Step 1: From main screen, clicéw’ button to create a new profile.
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Step 2:  Enter profile name (i.e work, staffel@ss)

Step 3: Enter CGWD1 in th&SID1” field.
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Step 4:
Step 5:
Step 6:

Step 7:

Select the security tab
SelecWPA’ security.
SelecEAP-FAST’ from the WPA EAP Type drop down menu.

Click Configure’ to complete EAP-FAST configuration.
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Step 8: SelectAlways Resume the Secure Session

Step 9: Select the method that the client vaé to log into the network. It can be configured
to log on automatically using haodied credentials or to prompt the user for
credentials each time it connedtkis setting should be determined by the function
of the laptop and individual usegference.

Step 10: SelectAllow automatic PAC provisioning for this profife

Step 11: Click OK” twice and then Activate’ from main menu to connect to WLAN.

20



Dell Wireless LAN Utility

This utility is generally used to configure cliemigh Dell NICs. It comes installed on the
clients. This utility can be configured to usendows login credentials to log into the wireless
network.

Step 1: Open the utility and clickCbnnect to a nonbroadcasting netwdtk
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Step 2: Enter CGWDL1 irNetwork name’ field.

Step 3: The CGWD1 network will be displayed withnal strength indicator.

Step 4: Click Next’ to configure a profile for this network.
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Step 5: At this screen prompt, clickléxt’ to begin configuration using Network
Connections Settings.
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Step 6: Enter CGWD1 in thé\etwork name (SSIDJ field
Step 7: SelectWPA-Enterprisé for network authentication.

Step 8: SelectEAP-FAST’ from the drop down list of EAP methods.
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Step 9: SelectNONE” for Inner EAP method.
Step 10: SelectUser Name/Passworidab.

Step 11: Select the method that the client will tesdog into the network. It can be
configured to log on automatically using hard codeztlentials or to prompt the
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user for credentials each time it connects. Téisrgy should be determined by
the function of the laptop and individual user prehce.

Step 12: Click OK”. At the main screen you will then be able to wect to newly
created profile for CGWD1 network.

Note: The other tabs on this screen do not needet@onfigured for connection to

BIDMC'’s wireless network. The parameters on theseens can all be left at
their default value/setting.

MAC OS 10.4.8

Macintosh embeds EAP-FAST support directly intdlidss4.8 OS. Previous Mac OS versions
do not support EAP-FAST. In order to connect aidi@sh to the BIDMC wireless network
it must be running OS 10.4.8.
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Step 1: Open Internet Connect Screen

Step 2: Add a new 802.1x connection to AirPortriné¢ Connect Screen. The
icon will appear in the toolbar at the top of thaldg box when complete.
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Step 3: Click 802.1x icon to bring up the 802cbxfiguration screen.

Step 4: SelectEdit Configurations’ to create new profile
Step 5: Enter a profile/configuration descript{oe. work, staff wireless, EAP-FAST)
Step 6: Select the method that the client will tsdog into the network. It can be

configured to log on automatically using hard codeztlentials or to prompt the
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user for credentials each time it connects. Téisrgy should be determined by
the function of the laptop and individual user prehce.

Step 7. Enter CGWDL1 inWireless NetworK: field.
Step 8: SelectEAP-FAST” from the list of authentication protocols.
Step 9: SelectConfigure...” to right of protocol list.
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Step 10: Check each of the three boxes in the-EAPBT configuration screen.
Click “OK” twice.

Step 11: On the main 802.1x configuration screégcséhe configuration just created
and click ‘tonnect.
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Client Compatibility Database
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The following table contains a list of known wiregeclients that have successfully connected

to the CGWD1 network.

Manufacturer | Model NIC/Driver Version Wireless Utility/SW Version
IBM Thinkpad X60 Intel Pro Wireless 3945a/b/g (10.1.0.13) | Thinkvantage 4.12
IBM Thinkpad R51 11a/b/g WLAN Mini-PCI (4.0.100.140) Access Connection 3.70
IBM Thinkpad R51 Intel Pro Wireless 2915a/b/g (9.0.2.31 | Access Connection 3.70
IBM Thinkpad X60 Intel Pro Wireless 3945a/b/g 10.1.0.3 Thinkvantage 4.11a
IBM Thinkpad T42 Cisco AIR-CB21AG-A-K9 (3.0.0.104) Aironet Device Utility (3.0.0.296)
Cisco AIR-350 Series PCMCIA
IBM Thinkpad R40 (8.6.16.0) Aironet Client Utility (6.4.05)
IBM Thinkpad T43P Intel Pro Wireless 2915a/b/g (9.0.4.17) | IBM Access Connections (4.12)
IBM Thinkpad T42p 11a/b/g WLAN Mini-PCI (4.0.100.140) IBM Acess Connections 3.70
IBM Thinkpad T60 Intel Pro Wireless 3945a/b/g (10.5.1.59) | Intel ProSet (10.5.0.1)
Dell Latitude D410 Intel Pro Wireless 2915a/b/g 9.0.2.31 Intel ProSet 9.0.2.1
Dell Latitude X1 Intel Pro Wireless 2200BG (9.0.0.61) Intel ProSet 9.0.0.1
Dell Latitude D420 Intel Pro Wireless 3945a/b/g (10.5.1.59) | Intel ProSet 10.5.0.174
Dell Wireless 1390 WLAN Mini-card

Dell Latitude D620 (4.10.40.0) Dell Wireless (broadcom) 4.10.47.3
Dell Latitude D820 Intel Pro Wireless 3945a/b/g (10.5.0.13) | Intel ProSet (10.1.0.3)

Titanium
Apple Mac Powerbook G4 Apple Airport 3.4.4 - fw(9.52) MAC OS 10.4.8 (built-in OS)

PowerBook G4 Airport Extreme - fw
Apple Mac (5,5) 405.1(3.90.34.0.p18) MAC OS 10.4.8 (built-in OS)
Sony VIAO TXN15P Intel Pro Wireless 3945 Intel ProSet 10.5.1.174

VAIO PCG-
Sony TR2AP3 LAN-Express Mini-PCI (2.4.1.21) Funk Odyssey (4.01.0.1886)
0QO0 Model 01+ Atmel wifi chipset Funk Odyssey
Motion Comp | LS1600 ? Funk Odyssey

Fujitsi

Lifebook Q2010

Intel Pro Wireless 3945a/b/g (10.1.1.7)

Intel ProSet 10.1.1.4
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